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Who we are

* CZ.NIC - .cz domain registry, also operates:
* CSIRT.CZ — National CSIRT
* Martin Kunc — me (Security Analyst)
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Story time

* June 2022

* Yet another phishing

* on .cz (unusual')

* Housing allowance came into place
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»,Movie characters” (1)

« mpsv.cz (the official site)
e ,Ministry of Labour and Social Affairs”

MINISTERSTVO PRACE
A SOCIALNICH VECI
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,Movie characters” 2

 BankID (if only people used our mojelD)
* Victims (citizens)
» .. and the bad guys

BankiIb
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Scenario

* Victim gets SMS message
» ,Get money here: http://..."

Ziskejte dotaci od MPVS na

rocni vyuctovani elektriny.
Ziskejte:
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Scenario

* Victim gets SMS message
 ,Get subsidy here: http://..." Penezni pomoc od mups:

Benefit z mpsv je k dispozici na Ziskejte dotaci od MPVS na
vasem Uctu: https://onlines- roéni vyuctovani elektfiny.
Lol Ziskejte:
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Scenario

Prispevek na sluzby,
ktery mate k dispozici
od mpsv:

Benefit z mpsv je k dispozici na
vasem udtu: https://onlines-

Hotovo.Prispévek na bydleni
na vasem uctu: https://24-
mpsv.cz
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MPSV informuiji

Prispévky na bydleni
Ziskat:
https://aktivovat-idmpsv.cz

Platba z mpsv je k dispozici
na vas ucet. Dostavat:
https://online-platbympsv.cz
SMS 16:53

e i sl  Diomn

Dobry den, dostavate
dotaci na uhradu elektriny.

PFijem prikazu: https://
. VasmpsV.cz
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Prispevek na bydleni mate k
dispozici: https://online-
platbympsv.cz

SMS 17:20




Scenario cont.

* Landing phishing site

» ,Please login using BankID"“ (only in business
hours)

» Attacker uses credentials and 2FA and gets the
money
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|dentita
obcCana

Pfihlaste se, abyste mohli pfijimat platby
na sviij ovéfeny bankovni iéet. Uréeno
pro pravnickeé i fyzické osoby.

PRIHLASIT SE

Examples

Bezpeénostni informace:

Obdrdel jste tuto SMS zprivu 2 jednordzoviho
telefonnibo ditla nebo emailem. Ministerstvo
price a socidinich véei posila upozomini na
zikladé nadfizeni viddy die § 88 odst. 1 plam
zikonu o ochrané oscbnich Gdajl

Mate narok na vyhody. V ramci programu
bydleni, robot po autorizaci a potvrzeni
vypocita vas prispévek..
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&« = @ @& online-prempvs.cz/banks.phprid=31 < w O & :

Kvalifikovany poskytovatel zada o vasi elektronickou identifikaci vase banka.
Vyberte si prosim z nasledujicich moZnost/ banky k ovéreni identity a ziskani vysi vaseho vyhod:

Bank  BANKOVNI IDENTI

asas  Ceska spofitelna

M Moneta Bank

"henk  Alr Bank

V procesu elektronické identifikace budou z informagnich systémil vefejné spravy ziskany Gdaje o Vasi osobé umoZfiujici prokazani Vasi totoZnosti.

"3 NAKIT

https://online-prempvs.cz/ck/zg.php?id=31



O 8 htt

/novinkympasv.cz/ck/index.php?id=224

Bankovni IDentita Ceské spofitelny
Odpovidame za to, Ze pfihlaseni za
ucelem Vaseho ovéfeni je bezpecné.
Tieti strana nemlize ziskat pristup k
Vasim piihlasovacim ddajim.

spofitelna

Nepamatuji si uzivatelské jméno




Upping the game

e 2022:
- ~11 cases/domains per month

* February 2023:

- 72 domains
- at that time we were fully after them
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They improved what can we do?

* Active searching
* I[mprove the process

» Study and make notes!
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Active searching

* Registry — ,regexes”?
— *MpVS* or *mpsv*
— *Mp-Sv* or *mp-sv*
o *¥*itl ,Registration date: ,LAST_WEEK"
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Improve the process

Having list of ,future” phishing domains
Scan those periodically (no-one cared)

Send notification

- We were happy to act outside regular hours (felt
personal)

* Thanks Petr!
Shorten the time for takedown

e CZMNIC|
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Study and make notes

* Website emerged several days after
registration

 Directory listing emerged first

 Zip file in it (let me know if you want
free samples!)

» Unpacked zip files — the site was up
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Study and make notes 2

 Certificate transparency is a thing!

* Find subdomain — find an admin panel
- no password needed
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Victory!

» Stopped March 2023
- After ~28 domains (remember 72?)

* Nothing comparable since
— Occasional tries with other TLDs
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Numbers 21.12.2022
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lonlinemp-svl.cz
givmp-a-sv.cz

CZ-mp-sv.cz

24imp-svl.cz

Numbers 2.2.2023
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Behind the scenes

« Article 17 (,disrupts cyber security”)

e out-of-zone:

- status:  The domain is administratively kept out
of zone

e Public list of blocked domains
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Thank you for watching!

Martin Kunc
martin.kunc@nic.cz
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